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A strategic multilateral dialogue related to biosecurity risks
in Southeast Asia, established in 2014, now includes par-
ticipants from Singapore, Malaysia, Indonesia, Thailand,
the Philippines, and the United States. This dialogue is con-
ducted at the nonministerial level, enabling participants to
engage without the constraints of operating in their official
capacities. Participants reflect on mechanisms to detect,
mitigate, and respond to biosecurity risks and highlight bi-
osecurity issues for national leadership. Participants have
also identified factors to improve regional and global bios-
ecurity, including improved engagement and collaboration
across relevant ministries and agencies, sustainable fund-
ing for biosecurity programs, enhanced information sharing
for communicable diseases, and increased engagement in
international biosecurity forums.

Strategic Multilateral Dialogue on Biosecurity was
established in 2014 that now includes participants
from Singapore, Malaysia, Indonesia, Thailand, the Phil-
ippines, and the United States. This dialogue was initiat-
ed to engage high-level current and former government
officials and nongovernmental experts and stakeholders
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in candid discussions about the priorities, challenges,
and developments related to biosecurity risks in South-
east Asia.

This biosecurity dialogue is conducted at the Track
IT level, rather than as a formal Track I (i.e., ministerial
level) exchange. Track II diplomacy involves informal
discussions that take place outside official government
channels, enabling a more open and frank exchange of
ideas and exploration of possible solutions to problems
(1). These types of dialogues provide a forum for partici-
pants to establish lasting relationships and partnerships
with their counterparts in other countries in advance of
a crisis and to discuss common challenges and best prac-
tices. Track II formats enable participants to freely share
perceptions, vulnerabilities, and new ideas without the
constraints experienced when persons are operating in
their respective official capacities.

Participants in this dialogue (Appendix, https://
wwwne.cde.gov/ElD/article/25/5/18-1659-Appl.pdf),
which includes up to 5 participants from each country,
reflected collectively about how to effectively detect
and mitigate biosecurity risks, especially those faced
in Southeast Asia, and they shared information and
exchanged ideas on mechanisms to highlight major bi-
osecurity issues for national leadership. Participants
included current and former senior-level government of-
ficials and subject matter experts from across relevant
ministries and sectors, including academia, health, de-
fense, and homeland security/home affairs. Persons who
have participated in this dialogue since its inception
are also listed (Appendix). These participants are also
in positions to transmit key messages to the most se-
nior levels of government and through major regional
forums, such as the Association of Southeast Asian Na-
tions (ASEAN). The Johns Hopkins Center for Health
Security convenes the dialogue and has hosted meetings
thus far in Singapore, Malaysia, Indonesia, and the Unit-
ed States. The purpose of this report is to describe in-
sights that have emerged from this ongoing dialogue and
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suggest priority areas for action to strengthen national
and regional biosecurity.

Biological Threats that Can Impact Regional

and Global Health, Security, and Economies
Numerous risk factors in Southeast Asia increase the vul-
nerability of this region to natural, deliberate, and acciden-
tal biological threats. Countries in the region have made
major progress in fighting infectious diseases within their
own borders; however, the widespread geographic popu-
lation distribution—ranging from remote, rural villages
to densely populated cities—combined with highly mo-
bile populations (e.g., tourists, migrant workers, displaced
persons) and areas of porous international borders create
a dynamic human—animal-plant-environment (i.e., One
Health) interface that enhances the susceptibility of the re-
gion to the emergence and spread of infectious diseases.
Because of increasing ease and speed of travel, infectious
disease threats in a country are threats to neighboring and
distant countries alike. In Southeast Asia, intraregional
airlines have seen explosive growth over the past 10-15
years, making regional travel more convenient and afford-
able (2—4). The susceptibility of this region to the spread
of infectious diseases was exemplified during the severe
acute respiratory syndrome (SARS) epidemic during 2003,
which began with the index case in Guangdong Province,
China, and rapidly spread around the world, including to
Indonesia, Malaysia, the Philippines, and Singapore, ulti-
mately killing >750 persons (5).

In addition to the cost of human lives, infectious dis-
ease outbreaks can seriously damage or even devastate
economies because of impacts on international trade and
local tourism, both of which might slow or grind to a
halt. Again, when we used the SARS epidemic during
2003 as an example, Malaysia lost *US $1.7 billion and
Thailand lost ~US $33.5 billion in tourism, and Singa-
pore lost *xUS $4.9 billion in gross domestic product dur-
ing 2003 (5). A dialogue participant also discussed the
tremendous economic impact of the outbreak of Nipah
virus infection in Malaysia during 1998-1999, which
resulted in the culling of >1 million pigs, essentially
shuttering the pork industry of this nation and exerting a
tremendous economic toll (6).

Even events that do not result in any local cases can
have high financial impact. For example, during the 2013—
2016 West Africa Ebola epidemic, countries in Southeast
Asia spent millions of dollars on Ebola preparedness, and
some countries, such as Malaysia, mobilized medical and
public health resources to support the response in West
Africa. Countries in the Southeast Asia region, including
Thailand and Indonesia, used precious resources to devel-
op and disseminate Ebola preparedness plans, conduct risk
assessments to evaluate the likelihood of introduction of

Ebola, increase operational readiness to isolate and man-
age suspected cases, and prepare Ebola-specific risk com-
munication (7).

Growing threats from sophisticated terrorist groups,
including a number emerging from Southeast Asia, have
raised concerns about the potential for deliberate biologi-
cal attacks in the region and across the globe. A particu-
larly concerning trend is the increasing presence of the
so-called Islamic State and affiliated groups, as territo-
rial losses in Iraq and Syria have forced them to shift op-
erations to other regions (§). In addition, an increasing
number of high-containment laboratories that work with
high-consequence human, animal, or plant pathogens and
emerging biotechnology, including synthetic biology,
highlight the need for structured laboratory oversight to
prevent deliberate and accidental releases of dangerous
pathogens. Detection and prevention of deliberate misuse
will be challenging because of the increase in dual-use
research (i.e., life sciences research with the potential to
be used both for beneficent and nefarious purposes) (9). It
is simply not possible to eliminate the risk of the nefari-
ous use of biology because of the ubiquity of raw materi-
als, equipment, basic scientific knowledge, and advanced
technologies. Thus, efforts to engage the scientific com-
munity and implement effective organizational oversight
and rigorous monitoring and reporting procedures are
critical to mitigating the risk. If one considers the poten-
tial consequences to public health, national security, and
the economy, dedicated national, regional, and global ef-
forts are required to prepare for and respond to a broad
range of biological threats, whether they be natural, ac-
cidental, or deliberate.

Preparing for and Responding to Biological
Threats Requires Coordination across
Disciplines and Sectors

The complex nature of biosecurity threats necessitates mul-
tisectoral engagement to identify and implement effective
prevention and response mechanisms. These mechanisms
cannot be siloed as the sole responsibility of any ministry
or agency. Although the most likely high-impact biologi-
cal threats continue to be emerging or reemerging patho-
gens, deliberate biological events and high-consequence
accidents are also increasingly possible. Preparedness
and response activities to mitigate the risk and effects of
biological threats should involve representatives from the
public health and healthcare, defense, home affairs/home-
land security, agriculture, and trade and finance sectors, in
addition to other relevant government agencies. To ensure
that any plans and policies are practical and acceptable and
address the needs of diverse communities and populations,
inputs from academia, nongovernmental organizations,
regional organizations, the media, and other parts of civil

e6 Emerging Infectious Diseases * www.cdc.gov/eid « Vol. 25, No. 5, May 2019



society should also be considered in biosecurity planning
and preparedness efforts.

Collaboration outside the human health sector, in-
cluding animal, plant, and environmental health, is partic-
ularly needed for mitigating the spread of life-threatening
infectious diseases and managing the threat of bioterror-
ism. A dialogue participant discussed how the first iden-
tified the outbreak of Nipah virus infection in Malaysia
(1998-1999) could have been much worse. Malaysia
was able to integrate human and animal health (i.e., One
Health) in the midst of the response, but the outbreak
emphasized the need to structure the collaboration in ad-
vance of events to improve response capacity. Another
participant discussed how the veterinary field epidemiol-
ogy training program in Thailand promotes information
sharing. This program includes human and animal health
professionals, and the relationships formed helped im-
prove informal collaboration through this network, even
if formal mechanisms do not exist. Similarly, Malaysia
encourages public health students to participate in vet-
erinary field work to develop cross-sectoral expertise and
relationships. Collaborative preparedness efforts across
sectors before an event will help to facilitate successful
joint preparedness and response efforts.

Responding to biosecurity events will also require
integration of national security, domestic intelligence,
and law enforcement into public health and healthcare
preparedness and response efforts. Information and intel-
ligence sharing between these disciplines will be critical
because data about the pathogen and exposure will be
necessary to support the public health response, includ-
ing development or selection of medical countermeasures
and personal protective equipment, as well as for foren-
sics and attribution efforts. For example, conducting joint
training and exercises could initiate a foundational rela-
tionship between sectors and streamline responsibilities
to prevent duplication of efforts. Collaboration among
the health (including human, animal, and plant) and se-
curity sectors could also help protect military and law
enforcement responders and align security and logistics
support with activities to protect the public’s health, in-
cluding medical countermeasure distribution and dispens-
ing. Dialogue participants from Malaysia noted that their
government has identified a need to strengthen coordina-
tion between public health agencies and law enforcement,
and they have implemented joint training programs to fa-
cilitate effective collaboration, specifically for deliberate
biological event responses and investigations. Malaysian
law enforcement also supports laboratory personnel reli-
ability programs and seeks to better understand the types
of research going on throughout the country. Further-
more, Malaysia is in the process of approving national
legislation to enable the country to meet nonproliferation
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obligations under the Biological and Toxin Weapons
Convention (BWC) and to inhibit and interdict those who
seek to misuse the life sciences.

Targeted and scheduled training with all relevant
agencies involved in preventing, responding to, and miti-
gating biological threats is essential to enhance multi-
sectoral coordination and communication. Cross-agency
training is also needed for risk communication, which is
currently not given sufficient emphasis. Risk communica-
tion planning should be prioritized across relevant agen-
cies because effective communication will assist in efforts
to inform the affected population, encourage the adoption
of appropriate protective behavior, and limit the impact
of adverse events during a biological incident. Improved
training, tools, and resources are needed to help health
communicators, first responders, and response leader-
ship communicate effectively during a biological inci-
dent. Critically, pre-event collaboration with ministries of
economy, finance, and commerce could help governments
better forecast and mitigate the economic effects of bio-
logical events. The financial consequences of biological
threats are often neglected during biosecurity planning,
preparedness, and response activities. As noted earlier,
biological events can result in major costs and econom-
ic losses for affected countries and regions well beyond
the direct costs of preparedness and response activities
(10,11). In addition, many countries recognize advances
in biotechnology as tools for economic growth. However,
as a participant from Singapore noted, the Ministry of
Trade has oversight authority for genetic modification,
but trade officials often view these capabilities through
an economic lens without necessarily recognizing the
potential risks associated with certain types of research.
Considering these potential impacts, collaboration among
health officials; economics experts; industry (including
the tourism sector); health, safety, and security agencies;
and elected officials would provide the diverse perspec-
tives necessary to more adequately anticipate the financial
and health impact of biosecurity events.

Necessity of Sustained, Reliable Funding to
Address Biosecurity Challenges

Many countries face challenges in sustaining consistent
and reliable funding for biological preparedness and
biosecurity. In the time between infectious disease out-
breaks or other biological events, decision-makers can
become complacent, resulting in decreased interest in
and awareness of biological threats, often accompanied
by fluctuations in funding for preparedness and response
efforts. When preparedness and biosecurity programs
succeed in preventing or mitigating the effects of bio-
logical events, funding may be paradoxically reduced
because of perceptions that threats have been adequately
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addressed and no longer require investment. In addition,
meaningful metrics for measuring success in preventing
a consequential biological event are virtually impossible
to create, further contributing to difficulties in advocat-
ing for robust funding.

After initial investments have been secured for
the development and implementation of national bios-
ecurity structures and programs, sustained and reliable
funding and resources are necessary to maintain them,
as noted by multiple dialogue participants. In the time
between outbreaks and other biosecurity events, con-
tinual training and stable funding are required to ensure
personnel maintain proficiency, equipment is properly
updated and maintained, and supplies (e.g., personal
protective equipment, medical countermeasure stock-
piles) are periodically replaced. A participant noted the
challenge of sustaining biosecurity funding in the face
of other unconventional weapons threats, referencing a
shift of national funding away from biosecurity and to-
ward chemical and nuclear threats because of concerns
about recent events in other countries, including nucle-
ar weapons negotiations in North Korea and chemical
weapons use in Syria and the United Kingdom. Without
long-term investments in organizational structures and
biosecurity programs, skills and materiel stagnate and
response capabilities degrade, eventually requiring larg-
er investments during future public health emergencies
to bolster atrophied capacity. Effective biosecurity pro-
grams require dedicated long-term support as opposed
to 1-time emergency resource allocations in response to
individual events.

Biosecurity programs are necessarily spread across
many agencies and ministries, and the role these pro-
grams play might not be readily identified or appreciated
by officials outside health and national security sectors.
For example, a participant noted that laboratory equip-
ment for healthcare or public health research may also be
used to support biosecurity incident response. It is critical
to inform policymakers of the effects of investments in
science, healthcare, public health, national security, and
other sectors and how they serve to support preparedness
and response efforts for biosecurity threats, so that they
can truly understand the value of these investments. For
example, when the Thailand Ministry of Health initially
proposed a major investment in domestic influenza vac-
cine production capacity in 2006, the idea received push-
back in light of existing global production capacity. When
health officials highlighted the national security threats
that global production shortages during a pandemic could
pose, the proposal ultimately garnered support from the
Ministry of Defence.

Framing biological threats from an economic security
perspective, rather than solely in terms of potential human

health impacts (i.e., illness and death), is another option to
help nonhealth officials more fully appreciate the value of
biosecurity preparedness investments. For instance, some
participants noted that it might be useful to calculate esti-
mated financial losses that could result from an infectious
disease outbreak to inform decisions regarding investments
in establishing or maintaining biosecurity programs at the
national, state, and local levels as well as allocation of
emergency funding in preparation for or in response to a
biosecurity event.

Improved Preparedness through Formal
Arrangements for Sharing Regional Information
about Outbreaks and Other Biological Threats

As the biosecurity landscape grows more complex because
of emerging and reemerging infectious diseases, increas-
ingly mobile populations, and advancing technologies,
there is an increased need for countries to work together
to prevent, detect, and respond to biological threats. Infec-
tious diseases do not respect borders, and biological events
in one country can quickly spread to neighboring countries
and around the world.

High-quality, timely data are necessary for decision-
makers to direct response activities. Well-designed and
effective surveillance systems are critical for identifying
the emergence of biological events, but most systems are
not designed to facilitate information- and data-sharing be-
tween government agencies or between different countries.
Without these connections, it might be difficult to identi-
fy an emerging outbreak, particularly if cases are spread
across several countries.

A participant from Thailand commented that the Me-
kong Basin Disease Surveillance Regional Network was
critical to supporting the response to a case of influenza
A(H5N1) imported from Laos to Thailand during 2005.
It was noted that these 2 countries are in different World
Health Organization (WHO) regions (Western Pacific for
Laos and Southeast Asia for Thailand) and that respond-
ers used personal relationships through the Mekong Basin
Network because coordination through WHO proved dif-
ficult. Information sharing between countries, especially
those within the same geographic region, is key to ensur-
ing that outbreaks are quickly identified, characterized,
and reported. Increased information sharing could also
result in a common operational picture with respect to
outbreaks and other biological events in the region. Cur-
rently, data and sample sharing in Southeast Asia is of-
ten conducted on an ad hoc basis for individual events
and based on personal relationships between colleagues
across borders, rather than through official government
engagements and formal agreements. Mechanisms for
more formal and regularized information sharing should
be explored, perhaps regionally through ASEAN or other
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international or regional forums. A participant noted that
the emergence of SARS during 2003 led to increased
attention to biosecurity in the ASEAN regional forum;
however, funding and support for these programs have
decreased in recent years, illustrating the need to priori-
tize regional collaboration on biosecurity issues and in-
crease awareness of regional threats. The need for this
kind of exchange should be raised to the attention of
senior government officials who have the authority and
responsibility to propose and negotiate formal regional
and international mechanisms to share disease data and
financial support for regional biosecurity programs, with
the aim of improving event prediction and detection and
speeding response activities.

Improvement in Preparedness for Biosecurity
Threats through Increased Commitment to
International Agreements
Another fruitful way for countries to improve their bios-
ecurity and biorisk management capabilities over time is
through engagement in international mechanisms that re-
inforce biopreparedness norms and bolster international
linkages that result in the sharing of best practices. The key
requirements for countries to strengthen their biosecurity
capabilities are well articulated in the WHO International
Health Regulations core capacities. Launched in 2014, the
Global Health Security Agenda (GHSA) now has >64 part-
nership countries (/2), and it has been previously chaired
by several countries in Asia, including Indonesia and South
Korea. The GHSA underscores the need for a multilat-
eral and multisectoral approach to strengthening national
capacities of countries to prevent, detect, and respond to
naturally occurring, accidental, and deliberate infectious
disease threats (/2). It is designed to help countries obtain
support, including funding and training, in their efforts to
meet commitments under the International Health Regula-
tions (/3), the World Organisation for Animal Health Per-
formance of Veterinary Services pathway (/4), and other
relevant global frameworks. A participant from Indone-
sia discussed the role of Indonesia as Chair of the GHSA
Steering Group during 2016 in increasing awareness of
biosafety and biosecurity challenges among national gov-
ernment officials. The GHSA has proved to be a powerful
tool for assessing national capacity and identifying and ad-
dressing global gaps in health security in advance of future
health emergencies.

Other international agreements, such as the BWC
(all dialogue countries are states parties to the BWC) and
United Nations Security Council Resolution 1540, aim
to prevent the deliberate misuse of biology (e.g., biologi-
cal weapons). However, these agreements also serve as
mechanisms to share biosecurity and biosafety best prac-
tices internationally and obtain assistance in developing
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and implementing national-level biosecurity programs and
policies. Many countries obtain some technical support
and capacity building through the BWC; however, several
participants noted that some countries are not always able
to invest the resources necessary to effectively engage in
critical global policy issues. Continued engagement in the
BWC and similar international forums not only serves to
bolster international bioweapons nonproliferation norms,
biosafety, and biosecurity but also supports countries in
building domestic capacity to predict, prevent, detect, and
respond to biological events from any cause or source.

Conclusions

Track II exchanges facilitate collegial problem solving
around shared challenges. The participants in the Strate-
gic Multilateral Dialogue on Biosecurity judge it to be a
particularly valuable Track II effort, and they have iden-
tified several factors and principles for action that would
strengthen biosecurity in the region and beyond.

More substantial national, regional, and global ef-
forts are required to prepare for and respond to biological
threats, whether they be natural, accidental, or deliberate.
In support of these efforts, engagement and collaboration
among government officials across relevant sectors, diplo-
mats, subject matter experts, industry (including the tour-
ism sector), and elected officials would bring the range of
perspectives needed to anticipate the broad range of im-
pacts, including financial, posed by biological threats. Sus-
tained funding to build and maintain biosecurity programs
is needed to make further progress compared with 1-time
emergency resource allocations in response to individual
events. Regionally, mechanisms for improved information
sharing around disease surveillance and reporting should
be explored, perhaps through the ASEAN Asia Pacific
Strategy for Emergency Diseases or other means, and gov-
ernment leaders should be made aware that this kind of
international collaboration is key to improving event de-
tection and speeding response activities. Finally, engage-
ment in the GHSA, BWC, and other international forums
related to emerging infectious disease response, biosafety,
and biosecurity will help create the necessary momentum
to build national capabilities and capacities to prepare for
and respond to these threats and improve regional efforts.
In summary, these kinds of structured approaches could
help countries in Southeast Asia obtain technical and mate-
rial support and create the necessary momentum to better
detect, respond to, and mitigate the full range of biosecurity
threats the region might face in the future.

This dialogue was supported by the Project on Advanced
Systems and Concepts for Countering Weapons of Mass
Destruction, US Air Force Academy, Defense Threat Reduction
Agency, US Department of Defense.
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