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Event management systems (EMS) are key tools for epi-
demic intelligence, integrating surveillance signals and in-
cident response, although international standards to inform
development are lacking. We describe the Nigeria Centre
for Disease Control and Prevention (NCDC) SITAware, a
software capable of operating with low internet bandwidth
to generate notifications, reports, and spatiotemporal

he COVID-19 pandemic and recent outbreaks

of mpox, Ebola virus disease, and other diseas-
es have highlighted the need to link public health
data with action (I1). During the past decade, many
countries have made progress toward digitization of
indicator-based surveillance (IBS) and event-based
surveillance (EBS) systems (2,3). However, limitations
remain, related to integration of signal and events
data, multiplicity of systems, and interoperability.

Event management is the process of ensuring
events of potential public health interest, as defined
by the World Health Organization (WHO), are identi-
fied, risk assessed, documented, and reported early
to inform rapid response actions to reduce event-
associated illness and death (4). Effective event man-
agement requires the ability to follow and assess
events and actions over the course of the event (4-6).

dashboards and provide event-level data for real-time ac-
countability and postevent learning. SITAware was enabled
by local institutional ownership, co-created at low cost, and
integrated into existing workflows. In 2022, SITAware was
used to manage =300 incidents, and NCDC implemented it
subnationally. NCDC'’s experience may inform EMS devel-
opment and implementation in similar settings.

Event management systems (EMS) can support event
management by integrating data and workflows of
surveillance and response actors. EMS can provide
visibility in a single system for process escalation,
including risk assessment and analysis, response ini-
tiation and coordination, as well as helping manage
documentation of response and assigning and track-
ing of tasks. EMS supports public health institutions
(PHIs) in meeting expectations concerning outbreak
and incident oversight and response, as set out in the
International Health Regulations (2005) (7,8).

WHO has developed an EMS as a centralized re-
pository for event-related data to monitor and evalu-
ate events and actions (4,7). Whereas guidance for
event management and data frameworks for pub-
lic health emergency operations centers (PHEOCsS)
have been published, standards and functionalities

Author affiliations: United Kingdom Health Security Agency,
London, UK (J. Elston, I. Oliver, I. Roddick, S. Logan,

L. Inamdar, O. Aruna); Africa Centres for Disease Control and
Prevention, Addis Ababa, Ethiopia (W.-E.O. Eteng); Nigeria
Centre for Disease Control and Prevention, Abuja, Nigeria
(W.-E.O. Eteng, C. Ihekweazu, E. Ariaku, A. Abubakar,

E. Benyeogor, R. Luka-Lawal, E.L. Sunday, M. Hassan,

J. Oladejo, |. Adetifa); World Health Organization, Geneva,
Switzerland (C. Ihekweazu); Resolve to Save Lives, New York,

New York, USA (C.T. Lee, G. Nunez); Reaching the Last Mile
Foundation, Abu Dhabi, United Arab Emirates (E. Okereke);
Centers for Disease Control and Prevention, Atlanta, Georgia,
USA (C. Manthey); CDC Foundation, Atlanta, Georgia, USA
(L. Hinkle); Resolve to Save Lives, Abuja, Nigeria (E. Agogo,
R. Usman)

DOI: https://doi.org/10.3201/eid3101.240379

"These authors are co—first authors

e4 Emerging Infectious Diseases « www.cdc.gov/eid « Vol. 31, No. 1, January 2025


http://www.cdc.gov/eid
https://doi.org/10.3201/eid3101.240379

expected of country-based EMS are not clearly defined
(9,10). Recent developments supporting epidemic in-
telligence are predominantly focused on the aggrega-
tion of source data for early detection of signals that
could represent events, which includes the epidemic
intelligence from open source tools (11,12). There is a
lack of information in published literature regarding
systems supporting subsequent steps in investigation,
verification, and management of events. The inability
to capture and share such information might compro-
mise oversight, governance, accountability, and coor-
dination of response and limits the opportunity for
learning and continuous improvement (5). EMS can
also help with integration of surveillance signals and
event data from across sectors, such as animal, envi-
ronmental, and human surveillance, in a One Health
approach. EMS may also help PHIs improve, meet,
and measure timeliness of detection, notification, and
response, as proposed by the 7-1-7 target (13,14).

The Nigeria Centre for Disease Control and
Prevention (NCDC) was established in 2011 with a
mandate for preparedness, detection, and response
to infectious disease outbreaks and public health
emergencies and was codified in 2018 (15,16). Since
inception, NCDC has strengthened infectious disease
surveillance under the integrated disease surveillance
and response (IDSR) strategy, improving laboratory
diagnostic capacity and digitizing IBS and EBS sys-
tems (17). As a result, Nigeria has detected outbreaks
of endemic and epidemic-prone diseases, including
emerging or reemerging zoonotic pathogens such as
mpox, Lassa fever, and yellow fever, and accelerated
response to such events by strengthening oversight at
national and state levels (13,14).

NCDC has invested in epidemic intelligence
approaches and workflows to improve situational
awareness and decision-making. NCDC, in collabora-
tion with supporting partners including WHO, Unit-
ed Kingdom Health Security Agency (UKHSA), UK
Department of Health and Social Care, United States
Centers for Disease Control and Prevention (CDC),
Resolve to Save Lives (RTSL), Bill and Melinda Gates
Foundation (BMGF) and others, has continued to
strengthen surveillance, IHR implementation, and
EBS in Nigeria (18,19). In this article, we describe an
EMS system, SITAware, that was developed collab-
oratively by NCDC and UKHSA to supplement the
literature on EMS and inform future EMS develop-
ment and implementation.

NCDC Use Case and System Development
In 2018, we developed SITAware in response to a
request by the chief executive officer of NCDC to
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support oversight and governance by improving vis-
ibility of public health events, their evolution, and ac-
tions and interventions in response. A need for real-
time data sharing between states and NCDC during
large-scale outbreaks and for an information reposi-
tory to support institutional learning was expressed.

We tailored the SITAware system specification to
address organizational priorities, user requirements
for data entry, and specified technical requirements
(Table 1). Under the terms of the interorganizational
agreement, the system would be owned, hosted, and
maintained by NCDC. The system needed to be sta-
ble, simple, and cost-effective to maintain and needed
to function in the context of low internet bandwidth.
Because the system would be reliant on staff of var-
ied experience, it had to permit rapid data entry and
demonstrate user benefit for sustained engagement.
The system needed to create useful outputs for lead-
ership, enabling information sharing with stakehold-
ers, including state public health officials, ministries,
departments, and agencies.

Rather than create a system de novo and being
mindful of pressing needs and budgetary constraints
(UKHSA allocated funding for development of
~£30,000 during 2018-2019, with no funding for staff-
ing or IT infrastructure), UKHSA undertook a review
of relevant systems it operated that could be adapted
as part of a bilateral surveillance strengthening pro-
gram. The incident and outbreak logging (IoLog)
surveillance system, used from 2009-2022 in eastern
England, UK, for healthcare-associated outbreaks,
was selected. loLog is a web-based system with an
SQL database housed on a UKHSA server that is ac-
cessed by a standard web browser. An unpublished
evaluation of IoLog (during 2012-2015, comprising
semistructured interviews and questionnaire survey
of 41 users) indicated positive user experience, par-
ticularly relating to its simplicity and ease of use.
UKHSA and NCDC worked in partnership in 2018 to
develop the specification for the new adapted system
that was developed by Camart Ltd (Cambridge, UK),
leading to the launch of SITAware July 2018.

Existing Surveillance Data Flows and

Process Integration

NCDC oversees surveillance for human diseases by
using IBS and EBS through the IDSR approach. IBS
data systems have been digitized at the local gov-
ernment area (LGA) level and includes the use of
the surveillance outbreak response management
and analysis system, the Mobile Strengthening Epi-
demic Response Systems (an SMS-based tool for
aggregated IDSR reporting), and District Health
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Table 1. Institutional and user system requirements for SITAware, the public health event management system developed and

implemented in Nigeria, 2018-2024*

Perspective Requirement

Considerations

Organizational Low cost

Limited funding was available for development and the system had to

be designed and implemented at a low cost relative to de novo software

Minimal hardware or software
requirements
Minimal need for maintenance

Optimal performance over low
internet bandwidth

solutions. No additional funding for staffing or to address IT
infrastructure was available initially

The requirement was to work within a given infrastructure. No funding

was available for the provision of software or hardware

NCDC would host the system on its web server and maintain the

system without additional resources

In view of context, the system would need to perform well with low

internet bandwidth

Users: data entry (e.g.,
surveillance staff)

Simple, easy-to-use interface

Minimal time commitment for the
user
Benefit to user

The system would need to be straightforward to use and easy to

understand for users

In view of competing demands for a limited workforce, the system

should permit rapid data entry

The user should see benefit or reward in using the system relevant to

their day-to-day role

Users: leadership Overview of events, incidents
outbreaks
Auditable trail of events, evolution,

public health response

An ‘at a glance’ overview or display of current incidents and outbreaks

was required

A full history of entries to enable oversight and facilitate identification of

lessons arising

Data Sharing Real-time sharing of incident
information within and across

organizational boundaries

The system should permit real-time sharing internally between NCDC
departments and teams and externally across organizational boundaries

(e.g., between states and NCDC)

*|T, information and technology; NCDC, Nigeria Centre for Disease control and Prevention.

Information Software2, which provides immuniza-
tion and health-programs surveillance (16,17,19). EBS
systems include a call center and 2 web-based surveil-
lance systems: Tataafo and the epidemic intelligence
from open sources tool, used to aggregate digital me-
dia for signal detection (17,20).

The use of SITAware has strengthened existing
workflows and processes by providing effective co-
ordination and risk assessment for rapid decision-
making. For EBS, new signals originating from any
system are entered immediately into SITAware and
then uploaded to the surveillance outbreak response
management and analysis system following state-
level verification (Figure 1). EBS analysts apply pre-
determined criteria to determine the risk level of the
signal and appropriate next steps or verification. Ver-
ified events are updated in SITAware and reviewed
at daily public health intelligence meetings, which
are visualized by using system outputs (Figures 2, 3)
to enable joint appraisal and risk assessment in the
NCDC incident coordination center (ICC).

The ICC serves as the PHEOC for coordinating re-
sponse to major incidents at a national level, ensuring
collaboration and partnership working with subna-
tional PHEOCs and key stakeholders. NCDC has ad-
opted the incident management system for managing
events (21). SITAware plays a crucial role within this
system by enhancing situational awareness, provid-
ing real-time data on incidents and a common opera-
tional picture for decision makers at various levels of
the incident management system. ICC staff document

risk assessment in SITAware within 90 minutes of a
signal being entered onto the system to determine the
nature and level of PHEOC response and then esca-
late reports as needed. Response actions and time-
lines are documented in SITAware. Outbreaks identi-
fied through IBS follow the same workflow without
verification steps. A workflow and system integration
summary are available (Figure 4).

System Description

SITAware is a web-based EMS with specified user
roles and configurations, designed to operate in low
bandwidth environments. The system enables re-
cording over an entire event, from detection to verifi-
cation, risk assessment, response, and closure. Users
record nature of the event (hazard type, pathogen,
confirmation status, geography, and mode of trans-
mission), timeliness metrics, case data, risk, and re-
sponse measures (e.g., deployment by staff numbers
and cadre, PHEOC activation status and level). SITA-
ware enables users to share information between and
within institutions. SITAware generates notifications
and alerts by email, produces epidemic intelligence
reports and dashboards, and provides a repository
of events for accountability and post-event learning
(e.g., after action reviews, 7-1-7 reviews) (21-24).

The SITAware infrastructure is hosted at NCDC
on a Microsoft (https://www.microsoft.com) Win-
dows server, IIS server, and SQL 2012 database server.
The web application is written in ASP.NET C#, with
some features, including the web-based dashboard,
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developed in JavaScript. Geographic data resolution
is available at LGA level.

SITAware user configuration includes organi-
zation into domains that are team- and role-based;
each domain has specific configurations for data
sharing and edit control. State public health teams
have state-specific domains. Domain administrators
configure user access permissions, and individual
users can view or hide domains to which they have
access. Users are assigned to standard, administra-
tor, or superuser categories. Administrators and
superusers can create and manage user accounts.
Superusers administer domains and manage and
address user errors but are not permitted to view or

SIGNAL AND EVENT MANAGEMENT

Public Health Event Management System, Nigeria

edit incidents to preserve domain sharing integrity.
A test-user category that does not interact with live
domains is used for training.

SITAware was designed to have an intuitive user
interface. Data fields are generated for data standard-
ization using radio buttons, check boxes, list boxes,
and free text fields. Entries may be updated any time;
the user views a data entry screen prepopulated with
the most recent entry. An archive of updates, edits,
and user details is retained.

System outputs are available upon login. The
user sees a list of open incidents ordered by time
of entry that comprises details of disease, certainty,
and location. An interactive dashboard map display

Figure 1. Nigeria Centre for
Disease Control and Prevention

Activit System Responsible :
y in'Use Person(s) signal r.n.ana'gement yvorkflow.
CIR, critical information
Monitor Connect Centre Public hotline/website Upload signals in EBS Connect requirements; DG, district
ia usi the Event module Centre Agents i .
N - Scan media using EIOS/Tatafo : government; DSNO, disease
(59) DETECTION ) ) ) ) in SORMAS and . e
+ Monitor One Health information sharing platform document in surveillance and notification
- Communicate with ICC operations SITAware officer; EBS, event-based
surveillance; EEI, essential
- Signal Management Upload signal EBS analyst elements of information; EIOS,
- Sniff/detect signals using CIR/EEI on Sitaware epidemic intelligence from open
- Critical information requirements (CIR): is vital sources; EOC, emergency
information that facilitates situational awareness it operations centers; HEPR
N is high-priority subset of EEI that is used to make an ' '
‘/c/‘ informed decision in a PHEOC health emergency.preparedness,
+ Essential elements of information (EEI): is information 'res.ponse, and. resllllence, ICC,
that is required for decision-making in a PHEOC in a incident coordination center; IM,
timely manner incident management; LGA, local
» Develop Produce and disseminate SPOTREPs government area; PHEOC, public
health emergency operations
« Signal investigation Upload signal EBS Analyst/ _Cen_ter_S; PHI, public health
o @l St icem ey el on SITAware ;gsofnzcal institutions; RRT, rapid response
.z VERIFY - Continue to scan media team; SME’ SUbJeCt matFer
r « Contact supporting partners expert; SORMAS, surveillance
* Report at Daily Epidemic Intelligence (PHI) meeting outbreak refSponse management
- Discard if signal is not true or unverifiable and a_naIySIS s_ystem, TWG,
technical working group.
+ ICC informs Surveillance team, and TWG focal point Upload VERIFIED State team:

P of verified event

Contact State team to ensure verified events are
line-listed and cases are captured on SORMAS

+ SME assessment within 90 minutes

N
\° + Conduct Risk assessment

Continue media scanning for new Information
+ TWG/IM team established to lead event management

Update director Surveillance/ HEPR

DG'’s consideration
and approval of action .

+ Request for deployment of RRT *) 4!
: #3%

+/-EOC activation

&)

7)) RESPOND

event on

SORMAS State DSNO,
LGA DSNOs

Upload SME, TWG

information EBS UNIT

on SITAware

Upload Director HEPR

information (Lead), Director

on SITAware Surveillance,
Director
Subnational
Support

Epidemiologist,

Department, DG
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Situational Awareness Report

Incident

Incident(s) Selected:

Situational Awareness Report @

Date report exported: 03/05/2024

o N

NGRA CENRE 1O D5ASE CONTICL

N7038 Rivers

D Incident description Start date Date entered on SITAware Status
N7038 N7038 Confirmed Lassa fever in Adamawa, Bauchi, Cross River, Kwara, Niger, Oyo, Plateau and Rivers 2 March 2024 5 March 2024 13:36 OPEN, Led by National ICC
Summary of Cases:
Incident ID Location (State) Suspected Cases Confirmed Cases Deaths

402 32 21

| Total ]

402 [ 2 [ 21

Figure 2. SITAware public health and event management system output example showing Situational Awareness Report header.

indicates the nature, location, and relative size of
incidents with filters permitting view by any given
date range and relevant factors (e.g., deployment,
PHEOC activation), linked to incident records. An
interactive dashboard displays events, enabling the
user to filter as required. A reports interface permits
system search by using filters. Comma-separated
value files can be generated as line lists of events (in-
cluding disease, location confirmation, dates, case
numbers and details, and PHEOC status). A print-
able output containing a complete record of entries
can be generated for any event. A SitRep can be
generated for single or multiple selected incidents

(Figures 2, 3), summarizing details including nature,
location, and case numbers, and provides an action
log. Email notifications of new events or incidents
can be generated by user-selected frequency.

Rollout and Implementation

SITAware was launched after a 6-week pilot period
and supported by system demonstrations, user train-
ings (surveillance and ICC staff), a system guide,
and standard operating procedures. We tested the
system utility by using functional exercises in 2019
and 2020. We completed integration of epidemic
intelligence processes and workflows plus further

Figure 3. SITAware public health
and event management system
output example showing map within
Situational Awareness Report
indicating local government areas
(districts) affected by an incident.
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« IBS: Review against alert
thresholds

« EBS: Triage surveillance
info for new/non-duplicate
potential event; decision

EMS FEATURES

« Signal lists and details
View

« Signal lists awaiting verification

+ Alert threshold or triage
decision

* Risk assessed event lists
and details

« Response activity
statuses

+ Signal & eventists and
details
+ Bottlenecks and enablers

+ Verified event lists
and details awaiting
risk assessment

+ Risk assessed event
lists and details
+ Alerts & notifications

+ Signal detected

* Notification to public
health authorities

+ Signal documentation

+ Signal prioritization and
assignment

Activities focal points

« Cross-check sources

« Continuous scanning

« Local investigation
findings

* Verification details and
decisions

* D bottlenecks and

Teams

Surveillance Info

« Communication with local

+ Track response decisions,  + Recovery actions
assignments, deployment,  + MAE details
investigation/lab findings, = Identify actions that
case management, resolve bottienecks and
infection control & improve preparedness
prevention
communications, budget,
resources etc.

+ ID bottlenecks and

+ Generation of alerts for
leadership

+ Creation of plans and
assignment of tasks

« Assignment of resources

« Update events, plan
statuses and details

+ ID bottlenecks and
enablers

«+ Joint risk assessment
and decisions
« Monitoring

* After action and M&E

« Situation reports « Situation reports

. rts
+ Visualizations of event

Eventbased g Surveillance @)
suneilance =8 I enablers
- )
Indicator-based f EOC/M B Outputs « Visual « Situation reports
surveilance ! Hesponse registered signals, . of verified
P = 4 status of timeliness events, status of

Lab-based
surveillance

All hazards

indicators timeliness indicators

Leadership /g

of risk
assessed events, status
of timeliness indicators

+ Incident management
plans

+ Visualizations of verified
events, actively managed
events, status of timeliness
indicators

reports

+ Visualizations of
evolution of event,
response and recovery
actions, status of
timeliness indicators

statuses and response
activity tracking, status of
timeliness indicators

Figure 4. Nigeria Centre for Disease Control and Prevention event management system workflow. EBS, event-based surveillance;
EMS, emergency management system; EOC, emergency operations centers; IBS, incident-based surveillance; ID, identify; IM, incident

management; M&E, monitoring and evaluation.

optimization in 2019 incorporating feedback from
partners. We further updated SITAware in 2020 to
optimize outputs and use in daily health intelligence
meetings. We implemented further user training
events and mentorship to embed the system, build
capacity, and ease use.

In 2021, NCDC commenced a subnational roll
out of SITAware that included training and deploy-
ment to states. To date, public health teams in 35 of
36 states and the Federal Capital Territory in Nigeria
have been trained and set up to use the system.

At the ICC and subnational PHEOCsSs, events
logged on SITAware are reviewed daily for timely
decision-making and response. The dashboard is
typically projected, permitting real-time visualization
of updates, key outbreak indicators, and response ac-
tions, providing a situational snapshot of major out-
breaks. Use at subnational PHEOCs has strengthened
incident response collaboration and coordination be-
tween the state and national levels.

During January-December 2022, SITAware
logged 290 incidents across 32 states. Incidents re-
lated predominantly to infectious disease outbreaks,
most frequently mpox (89 events in 24 states) and
Lassa fever (84 events in 25 states). Incidents captured
also included noninfectious disease events, including
chemical hazards and unexplained deaths.

Key Challenges in Implementation,

Enablers and Lessons Learned

There was no budget for or initial allocation of dedi-
cated staff roles. Training and implementation were
supported by the UKHSA IHR program and exist-
ing NCDC staff. System maintenance required de-
veloper support.

Emerging Infectious Diseases *« www.cdc.gov/eid « Vol. 31, No. 1, January 2025

User engagement with SITAware required sub-
stantial changes in working practice and culture,
including greater emphasis on systematic recording
with potential perception of increased oversight and
scrutiny. The extent of change required was poten-
tially underrecognized before implementation. Inte-
gration of SITAware into NCDC workflows required
change management.

Because of the initial user engagement with
SITAware, users were initially limited to a small num-
ber of engaged staff, and there was underrecording of
events in the first year. Updating of events, includ-
ing investigation, response actions, and event closure,
was typically subject to delay.

The system remained stable, although local net-
work and server issues periodically precluded access.
In 2020, major data loss occurred because of a NCDC
server malfunction in the process of migration to a
secure external data center (where SIT Aware is now
hosted). Some state users experienced problems relat-
ing to internet connectivity, requiring data reentry.

With support from partners, NCDC was able
to allocate staff to provide dedicated support to
SITAware including for rollout. An ASP.NET engi-
neer was recruited to oversee maintenance, complete
a technical review of the base code, architecture, and
system security. An implementation officer was re-
cruited to support training, user requests, and sup-
port use and optimization of outputs, which substan-
tially improved institutional use of SITAware and
led to more effective integration into daily epidemic
intelligence workflows. Having a clear focal point for
an EMS that ensures data are populated and outputs
are generated for the right audiences could enable
implementation in other countries.
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Aside from the provision of staff, initial challeng-
es rolling out the system could have been mitigated
by more explicitly embedding SIT Aware into routine
processes at the outset. Our experience highlights
the importance of integration of new technologies
and systems into existing workflows and the need
to adopt a change management approach for users.
Change management and embedding new practice
requires individual buy-in, collective ownership,
strong and devolved leadership, and development of
new skills allied with continuous reinforcement and
support; this approach was adopted.

We derived key lessons from the challenges ex-
perienced that included the need for explicit consid-
eration of resourcing and allocation of roles to sup-
port implementation, engagement, and maintenance;
adopting a change management approach; ensuring
secure data storage and backup; and defined inte-
gration of systems into existing workflows. Despite
those challenges, the system was implemented, em-
bedded, and rolled out successfully. Key enablers
for success (Table 2) identified by NCDC leadership,
UKHSA, and partners included that the system was
designed according to user and institutional needs;
co-created harnessing user insights; owned by the na-
tional institution; adapted from an existing effective
platform; and embedded within surveillance work-
flows and processes. Engagement was ultimately se-
cured through providing technical and holistic user
support. In addition, we consider that subnational

rollout enabled national use, because there is more
visibility and utility for national users with more
events logged, so subnational rollout had benefits
both at the state and federal level.

System Utility and Next Steps

A formal system evaluation of SITAware is pend-
ing, and we acknowledge those results would help
to demonstrate usefulness and effect. Nonetheless,
there are several initiatives where SITAware has
been assessed directly or indirectly. A survey (Ni-
geria Centre for Disease Control and Prevention,
unpub. data) conducted by NCDC in August 2024
evaluated the management and performance of the
SITAware platform among PHEOC staff across 35
trained states and Federal Capital Territory in Nige-
ria. The survey aimed to assess the effectiveness of
the platform in signal reporting, identify challenges
in technology adoption, and measure the effect of
internet accessibility on the platform’s usage. Key
findings from this survey included a correlation be-
tween knowledge and use of the system and internet
coverage: states with good internet coverage were
frequent users demonstrating good knowledge of
SITAware; states with poor internet coverage used
the system less with lower awareness. The survey
reported that the performance of the SITAware plat-
form was generally considered excellent, and con-
clusions stated, “As of August 2024, the SITAware
platform facilitated the reporting of 861 signals

Table 2. Key enablers identified for the successful implementation of SITAware, the public health event management system

developed and implemented in Nigeria, 2018-2024*

Key enabler for success

Description

Needs based and co-creation
approach

SITAware was developed jointly by UKHSA and NCDC to meet NCDC’s identified needs. From
initial conception to implementation of the system and system upgrades, the needs of NCDC

and users were central to system design and technology adaption. Needs were clearly
communicated and a process for periodic updates and progress review were set up.

Local institutional ownership of the
system

Although SITAware was co-developed, NCDC ownership was ensured in contractual
arrangements including full access to backend codes and other administrative privileges within

the system. System installation and operation were embedded into existing institutional IT
infrastructure using a locally defined protocol. Clearly defined ownership and leadership resulted
in the implementation of the system and buy-in by users.

Leveraging an existing software

Adaptation of an existing tool ensured initial development was grounded in a demonstrable,

concrete concept and that the system was useable from the outset adapting from a proven
platform. Although adaptation may not be essential for the successful development of a new
EMS, clarity on and emulation of functionality enabled implementation in this scenario.

Embedding within and enhancing
surveillance workflows and
processes

Ensuring the system would complement and enhance existing workflows and clearly defining
the use case was important. In this scenario, SITAware was 1 of several concurrent
enhancements to implement EMS though integration within existing processes and systems and

was considered a critical enabler.

Providing of technical and holistic
user support

Clearly defined leadership (including system champions and technical working group leads),
provision of user training (initial user training and reinforcement), mentorship, supporting

materials and technical support remain crucial to embedding and improving the use of SITAware
and remains works in progress. Ensuring such provision at the outset and over the long term,
ideally including consideration of additional and dedicated human resources to support
implementation, is perceived as a critical success factor.

*EMS, event management system; IT, information and technology; NCDC, Nigeria Centre for Disease Control and Prevention; UKHSA, United Kingdom

health security agency
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across various states, highlighting its critical role
in supporting public health emergency operations”
(Nigeria Centre for Disease Control and Prevention,
unpub. data). The report emphasized the importance
of addressing knowledge gaps through training and
internet infrastructure.

The NCDC formal document use case, created in
June 2024, highlighted that the SITAware platform
was a source for public health intelligence and is used
at the institutional level for decision making in emer-
gency preparedness and response (Nigeria Centre for
Disease Control and Prevention, unpub. data). The
document also stated that the platform had robust
stakeholder engagement and was a source of out-
break evaluation (Nigeria Centre for Disease Control
and Prevention, unpub. data).

Other opportunities for SITAware assessment
and evaluation have included training, formal simu-
lation exercises, and after-action reviews. Ease of use
and rapid, effective user engagement have been high-
lighted by those opportunities.

During the early stages of the COVID-19 pan-
demic, SITAware was valuable to document pan-
demic evolution in Nigeria, informing the pandemic
response. Daily summary reports generated by the
system were used to support situational awareness
and decision making. SITAware enabled review of
the national response to the pandemic and related
major policy changes, including a COVID-19 Mid-
Action Review (25-27).

NCDC leadership believes SITAware has met the
needs and requirements specified at inception. Em-
bedding the system into day-to-day activity, albeit
with the need to overcome associated challenges, has
effectively enabled event identification and manage-
ment and enhanced partnership and collaboration
with states. SITAware has addressed gaps at the in-
tersection of public health and emergency manage-
ment and secured coordination to inform resource al-
location and response through provision of analytics,
geographic information, and resource tracking.

NCDC is currently undertaking a technological
review of SITAware and addressing requests from
users, which could include adding further func-
tionality (e.g., structured response data elements,
project management for response tracking, use by
animal and environmental sectors).

SITAware as a Prototype for National Event
Management Systems

The experience in Nigeria has highlighted the need
for national and subnational EMS to support epidem-
ic intelligence workflows, provide data outputs, and
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ensure that decision-making is prompt and responses
are accountable. On the basis of our experience, we
believe SITAware can serve as a prototype for an EMS
design that can be adopted by other countries, repre-
senting a workflow for signal and event management
incorporating IBS, EBS, and One Health approaches
(Figure 4). A wider rollout of SITAware is a potential
option but would require updates for context and ap-
propriate upgrades.

A national-level EMS should integrate outputs of
existing surveillance systems to have representation
and attribution at the event level. EMS would ideally
be interoperable with (or combined in the same system
with) core indicator or case-based electronics surveil-
lance systems to update case data and automatically
generate events when alert thresholds are passed or
signals are verified. EMS would also serve as a data re-
pository drawing from surveillance systems that may
not be digitized, enabling user entry of events in other
sectors or where full interoperability is not achievable.
EMS should enable workflow integration and process
support from detection to response, documenting risk
assessments as events evolve. It would support time-
liness milestone collection for outbreak emergence,
detection, notification, and response, as proposed by
the 7-1-7 target, which will support event management
and real-time performance improvement approach
for PHEOCs and national PHI. The system could sup-
port structured data fields for response actions, which
in turn provide project management support that en-
sures visibility and accountability for responses. EMS
should integrate with and complement emergency
management systems and help coordinate response to
major events.

Discussion

Event management systems are key epidemic intel-
ligence tools for PHI, integrating outputs of surveil-
lance systems, combining surveillance and response
workflows, and enabling oversight to streamline in-
vestigation of and response to public health threats.
We describe NCDC’s SITAware, a simple, easy-to-
use, and effective web-based event management sys-
tem. SITAware was developed through multiorga-
nizational cooperation and partnership, defined by
user and institutional needs, and achieved with few
resources and at low cost compared to de novo sys-
tem developments. Although there have been chal-
lenges in embedding the system, SITAware has met
a critical need at the national and state levels in Nige-
ria, contributing to improvements in event oversight,
management, and coordination and in enabling fast
and effective public health action.
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We recommend other countries with existing EMS
document their experiences by mapping user work-
flows with processes for surveillance and response,
monitoring timeliness of outbreak detection and re-
sponse, and ensuring the outputs meet the needs of
users at multiple levels. Countries without an EMS
should consider if an EMS would be beneficial. Where-
as an EMS product has not been developed and scaled,
we believe that Nigeria’s experiences, including draw-
ing from our lessons learned and application of en-
ablers for success, can inform developers and countries
wishing to deploy EMS. We recommend considering
the adoption of functionality contained within SITA-
ware in the design of future EMS and using a change
management approach for implementation. We have
proposed a simple schema to inform approaches in
similar contexts, drawing from our experience.

In conclusion, the collaboration achieved between
national public health agencies and partners was es-
sential to the creation and successful implementation
of SITAware. We believe this process can serve as a
model for knowledge sharing and health protection
capacity building elsewhere.
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